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Abstract

Cyber diplomacy has become an important field, and
one of the most efficient tools used by countries is
cyber capacity building. This paper analyses these ac-
tivities from the perspective of three key cyber
diplomacy actors, the United Nations, the European
Union, and the United States. As they follow different
governance frameworks for cyber capacity building,
the collaboration networks and regional focus of the
projects they are involved in differ. This study uses a
mixed methodology, combining descriptive statistics
and network analysis. The analysis takes a data-ori-
ented approach and data was gathered from the Cybil
Portal. The results demonstrate that the United Na-
tions has the most comprehensive network in terms
of regional breakdown. The United States follows a
great power logic, focusing on strategic regions. Mean-

while, the European Union is predominantly active in
its neighborhood and plays an active role in promoting
norms in these regions by its cyber capacity building
engagements.
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Introduction

Cybersecurity capacity-building has become a central instrument of international
cooperation in cyberspace over the past two decades. It is defined as the “support
and assistance aiming at empowering individuals, communities and governments to
reduce risks stemming from access and use of information and communication tech-
nologies” (Homburger 2019). Policy actors have increasingly converged around the
idea that capacity-building should enable states and societies to benefit from digital-
ization while mitigating the vulnerabilities associated with it. An EU Institute for
Security Studies seminar report, for example, emphasized that cyber capacity-build-
ing should leave recipient countries better equipped to enjoy the economic and social
benefits of cyberspace (European Commission, 2013). At the same time,
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cybersecurity capacity-building has become a rapidly expanding field of practice, in-
volving governments, international organizations, development agencies, technical
communities, private companies, and civil society actors.

Cyber capacity building as a concept lies within the broader aspects of capacity
building, which emerged in public administration debates in the 1950s, and was later
studied within development studies. In this sense, capacity building referred to sup-
porting states and societies in developing institutions, skills, and organizational
frameworks to sustain long-term development processes (United Nations, 2002).
Within development studies, the concept has always been contested, criticized both
for its conceptual vagueness and for the power relations embedded in donor—bene-
ficiary frameworks (Connelly, 2007; Wilén, 2009). Cybersecurity capacity-building
inherits many of these tensions. Early definitions considered it as assistance from
developed to developing countries aimed at enabling safe access to and use of digital
technologies.

At the same time, cybersecurity capacity-building cannot be reduced to a devel-
opment tool only. As digital infrastructures have become integral to economic
systems, public administration, political processes, and national security, cybersecu-
rity has emerged as a cross-cutting policy domain that links development, security,
justice, foreign policy, and governance. The UN Group of Governmental Experts
(GGE) in 2015, and later the Open-Ended Working Group (OEWG), explicitly
connected capacity-building to international peace and security, calling on states to
assist one another in improving the secure use of ICTs. In this context, cyber capac-
ity-building has increasingly been framed as a form of international cooperation that
contributes to cyber stability, confidence-building, and the diffusion of norms of re-
sponsible state behavior.

This paper aims to analyze cyber capacity building activities not as a technical
assistant, but rather a geopolitical and a relational phenomenon within the emerging
role of cyber diplomacy. This study does not measure the effectiveness of cyber ca-
pacity building instead; it focuses on the collaboration network of participating
actors based on statistical data gathered from Cybil Portal database. The analysis
points out the different approaches of main donor actors, namely the United Na-
tions, the United States and the European Union. By mapping their networks, we
gain insights on their institutional positions and different ways of international en-
gagement — multilateral norm promotion, strategic security policy and regulatory
external governance. Comparing their cyber capacity-building networks makes it
possible to explore how different diplomatic logics are translated into concrete part-
nerships and projects.

By situating cyber capacity-building at the intersection of development, security,
and governance, and by analyzing it as a networked field of practice, the article seeks
to contribute to cyber diplomacy scholarship in two ways. First, it provides an em-
pirical mapping of cyber capacity-building as an emerging domain of international
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cooperation. Second, it advances a conceptual argument that cyber capacity-building
should be understood as a modality of cyber diplomacy through which power is ex-
ercised, norms are diffused, and cyber order is constructed.

Despite a growing international literature on cyberdiplomacy, less attention has
been paid to its role as a relational instrument through which geopolitical influence
is exercised via structured collaboration networks. In particular, there is a lack of
empirical, comparative analyses that connect theoretical insights on network power,
norm diffusion, and geopolitical competition to observable patterns of cyber capac-
ity-building partnerships. This article addresses this gap by conceptualizing cyber
capacity-building as a form of competitive strategic alignment, through which do-
nors seek to shape institutional environments, diffuse norms, and position
themselves within global cyber governance networks.

The analysis is guided by the following research questions:

RQ1: How are cyber capacity-building networks structured across major donor ac-

tors (UN, US, EU)?

RQ2: What differences can be observed in their patterns of collaboration and re-
gional engagement?

RQ3: To what extent do these patterns reflect distinct geopolitical strategies and
forms of power in cyber diplomacy?

Building on the literature on network power and weaponized interdependence,
the article expects that: multilateral actors (UN) will display more globally inclusive
and decentralized networks; great powers (US) will exhibit selective, strategically
concentrated engagement; regulatory actors (EU) will demonstrate regionally em-
bedded and norm-driven network structures.

Cyberdiplomacy and cyber capacity building

The cyber domain has become one of the main domains of military operations in
the last two decades, with its ever-growing number of cyber attacks (Urbanovics,
2023). In 2016, NATO recognized it as a domain of military operations and since
then international actors have become active in the field. Building a comprehensive
cyber policy requires “cybersecurity governance” referring to “a holistic and inte-
grated vision of the security of networks, systems, services, and infra-structures in
society. It includes the institutions, initiatives, policies, programs, and other mecha-
nisms (formal and informal) that are part of an ecosystem of distributed capacities
and responsibilities regarding cybersecurity” (Hurel, 2021). It is important to note
that cyberdiplomacy has become a new field of power competition where state and
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non-state actors equally compete for norm setting, strategic positions and network
dominance (Carver, 2025).

The literature on capacity building assistance for digital development increasingly
recognizes that these programs are not merely technical or development policy tools,
but can also have strategic foreign policy significance (Hathaway& Spidalieri, 2021).
The strategic dimension of such assistance can be interpreted in a donor-recipient
relationship where a state donor provides assistance for digital development abroad
(Seidl, 2024). They separate "digital’ and "cyber” capacity building, even though
there is a growing need for their integration in policy practice and diplomacy.

Reflecting these diverse origins, literature offers no single definition of cyberse-
curity capacity-building. Instead, existing definitions can be grouped into several
clusters.

1. Development oriented: framing cyber capacity-building as support to devel-
oping countries to increase access to, and benefits from cyberspace.

2. Risk reduction: defining capacity-building as empowering individuals, com-
munities, and governments to achieve their developmental goals by reducing
digital security risks.

3. Complex activity: cyber capacity building as an umbrella activity, ranging
from human resources development to institutional reform that safeguards
the secure and open use of cyberspace (Pawlak 2014; Miiller 2015).

4. Governance oriented: emphasizes institution-building, resilience, and effec-
tive responses to cyber threats, positioning capacity-building within
governance and regulatory frameworks (European Commission, 2018; Bar-
bero & Berglund, 2021).

The main problem with these traditional conceptual frameworks is that they con-
sider only interstate capacity building activities from a donor towards a recipient
(beneficiary) country. However, it can occur between different types of actors and
recipients, including non-state actors as well. They also obscure the multidirectional
flows of resources, expertise, political capital, and legitimacy that characterize many
cyber capacity-building partnerships.

Cyber capacity-building has become a key interface between Global North and
Global South actors, where digital inequalities, development priorities, and geopo-
litical interests intersect. Most large-scale initiatives are still funded and coordinated
by actors in the Global North, while a significant share of recipient countries is lo-
cated in the Global South. Cyber capacity-building can enhance institutional
development, workforce training, and cyber resilience in Global South contexts; yet
it may also perpetuate hierarchical relationships, influence domestic policy agendas,
and establish new kinds of digital reliance (Chang& Coppel, 2020). Cybersecurity

frameworks provided by external entities may synchronize the legal systems,
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infrastructures, and institutional priorities of recipient states with the preferences of
donors, thus connecting capacity-building to wider dynamics of influence, condi-
tionality, and norm diffusion within the global digital landscape. Cybersecurity
frameworks introduced through external assistance can align the legal systems, in-
frastructure and institutional priorities of beneficiary states with the preferences of
donors. This links capacity building to the broader dynamics of influence, conditions
and norms in the global digital order (Carver, 2025).

Cybersecurity capacity-building projects, however, are not only technical assis-
tance projects anymore, as they have strengthened links to foreign policy, security
cooperation, regulatory outreach, and international norm-making (Collett, 2021).
They are used to support cybercrime cooperation, incident response capabilities,
policy coordination mechanisms, workforce development, and the establishment of
national and regional cybersecurity institutions. Cyber capacity-building has been
integrated within the framework of cyber diplomacy.

Historically, the distinction arose because “digital capacity building” was linked
to traditional development goals and often avoided security language, while “cyber
capacity building” was mostly limited to technical cybersecurity issues and treated as
separate from digital development (Pawlak & Barmpaliou, 2023). Parallel to this
division, there are two main explanations for why donors provide capacity building
support. One is that support serves development and normative goals: development
progress, humanitarian values, and the UN's sustainable development goals. At the
same time, this logic is complemented by the fact that donors can promote preferred
cyber norms through programs and secure institutional access for themselves
through bilateral channels and socialization. The other explanation comes from cy-
bersecurity literature: according to this, "cyber capacity building" increases the
resilience of recipient countries to cyber risks, reducing the negative spillover effects
of "weak links" in the global network (Gjesvik, 2023).

However, the explanatory power of both explanations is limited. On the one
hand, there is no universally accepted distinction between "digital” and "cyber” capac-
ity building: the meaning of the terms is context- and time-dependent, and in
practice they are becoming increasingly blurred (Pohle & Voelsen, 2022). Develop-
ment-oriented explanations deal better with selectivity, but both approaches reveal
little about how geopolitical competition and pressures surrounding digital sover-
eignty shape aid decisions. The concept of “weaponized interdependence” (Farrell &
Newman, 2019) provides a useful lens to interpret cyber capacity-building as a form
of network-based power. While originally developed to explain coercion through
global economic networks, its core insight—that structurally central actors can lev-
erage asymmetric interdependencies—can be extended to capacity-building
relationships. In this context, capacity-building does not merely reduce vulnerabili-
ties but can also embed recipient actors within donor-centered institutional,
technical, and normative networks. This perspective allows us to interpret cyber
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capacity-building as a mechanism through which donors shape network structures
and, potentially, create forms of dependency or alignment. Rather than direct coer-
cion, influence is exercised through standard-setting, institutional design, and
sustained engagement. This logic underpins the concept of competitive strategic
alignment, whereby donors use capacity-building to position themselves within
global cyber governance networks and align partner countries with their preferred
norms and frameworks.

This framework also fits well with a broader interpretation of cyber diplomacy:
cyber diplomacy is the diplomatic handling of cyber-related issues (negotiation,
norm-setting, cooperation) with the aim of maintaining stability and promoting re-
sponsible behavior; it also supports capacity building in developing countries
through knowledge sharing, training, and technology transfer, while keeping the bal-
ance between governance, rights, and security on the agenda (Radanliev, 2025).

Figure 1: Conceptual framework of cyberdiplomacy
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Source: compiled by the author based on the literature (Radanliev, 2025).

Based on the literature cyberdiplomacy consists of the above three competing el-
ements — namely norms including rules, standards, and their legitimacy; competition
with great power dynamics centered around power and influence; and capacity in-
cluding skills, infrastructure and institutions. Related to the norms, what we can see
at an international level is that the United Nations OEWG dominated in norm set-
ting, having a relatively rich network of collaborations (Shakeel et al., 2025).
Regarding the cyberpolicy governance frameworks, there are two main approaches
— one is state-centered followed by Russia and China, the other is a more network
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centric approach followed by the European Union and the United States. Due to
this shared approach towards cyber policy, a certain norm coalition can be studied
between the European Union and the United States (Anagnostakis, 2021). Ra-
danliev (2025) also points out that the lack of guiding norms in developing states
can be a source of escalation of the instability, therefore the strategic interests of de-
veloped countries are also to offer a norm framework for developing countries. This
can lead to an even more intensive competition along with the competing norm
frameworks. Capacity building, however, is an efficient tool for strategic alignment
(Carver, 2025), and can be a pure governance question (Muller, 2015). As a network
aspect what can be studied is that after all, central actors with more developed frame-
works and capacities form their own competing collaboration networks to share
same norms, while the developing countries form digital peripheries and are in a
submissive position (Carver, 2025). This great power competition is reflected in the
United States approach, acknowledging that capacity building activities are not al-
ways the most attractive tools, but they play a key importance in how policy
translates into real world outcomes such as increasing the state’s competitiveness
against rivalry challenges (Ford, 2020). Studying cyberdiplomacy, the study of strat-
egies is crucial as they are the manifestations of the states political will and attitudes
(Urbanovics, 2022; Thomizy, 2021).

Methodology

The research used a mixed-methods strategy, including descriptive statistics and
network analysis. The research is based on the data of the Cybil Portal, an interna-
tional database of cyber capacity-building projects. Cybil was initiated by the Global
Forum on Cyber Expertise (GFCE) to improve coordination, transparency, and ef-
ficacy in global cyber capacity-building initiatives. During the data collection period
in November 2025, the database had 1,026 entries, encompassing projects, re-
sources, and events. The analysis predominantly utilizes the "Projects” dataset,
which records specific cyber capacity-building initiatives. However, it is important
to note that there is no single definition of what can be included in cyber capacity
building projects, therefore the states and international organizations are free to up-
load a huge variety of their ongoing or finished projects.

The data was collected from the official platform of the Cybil Portal. Extracted
variables included geographic focus, donor and implementing actors, and thematic
areas. [ used descriptive statistical methods to analyze the global and regional distri-
bution of projects. Meanwhile, network analysis was employed to map donor-
recipient relationships and implementation partnerships to capture relational dy-
namics. This process helped to identify key actors, collaborative patterns and
regional clusters within the domain. The networks were visualized and analyzed us-
ing Gephi 0.10.1. Ego networks centered on donor actors were constructed in order
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to compare the positions and network structures of three key actors: the European
Union, the United Nations and the United States.

To ensure analytical clarity, key concepts were operationalized as follows. “Co-
operation intensity” is measured through edge weights, defined as the number of
jointly implemented projects between actors. “Network centrality” is operationalized
using weighted degree centrality, capturing the extent to which an actor is connected
to others while accounting for the strength of these ties. Edge weights are measured
by the number of joint projects, and were incorporated both into the layout algo-
rithm and the calculation of network metrics. Weighted degree centrality was
computed for all nodes and normalized by the maximum observed value to allow for
clearer interpretation and comparison. The selection of weighted degree centrality is
justified by the study’s focus on collaboration intensity rather than brokerage or po-
sitional control. While alternative metrics such as betweenness centrality could
capture intermediary roles, the present analysis prioritizes the identification of
highly connected actors and dense cooperation patterns across networks.

Regarding the visualization of the networks, node size reflects the normalized
weighted degree, indicating the relative connectedness of actors, while edge thickness
relates to the strength of ties. Spatialization was produced using the ForceAtlas2
algorithm, with edge weights shaping attraction forces so that more intensive coop-
eration pulls nodes closer together. In addition to visual network interpretation,
quantitative network indicators were used to support the analysis. Network density
provides an indication of overall connectivity, while modularity helps identify the
presence of subgroups or regional clustering.

Taken together, these methods make it possible to analyze cyber capacity-build-
ing not only as a set of technical interventions, but also as a structured field of
geopolitical and diplomatic practice (Homburger, 2019). However, some limita-
tions may arise as the Cybil Portal is based on voluntary reporting on data which
introduces potential reporting bias. Furthermore, variation in how actors define and
report “cyber capacity-building projects” may affect comparability across cases.

Cyber capacity building projects

This section presents the key findings on the patterns of cyber capacity building
projects included in the Cybil Portal. First, general trends are presented, followed by
a separate section highlighting the key characteristics of cyber capacity building pro-
jects coordinated by the EU, the United Nations and the United States.

General trends in cyber capacity building
First, the worldwide trends of cyber capacity building are presented.
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Figure 2: Regional breakdown by the number of cyber capacity building projects
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Source: compiled by the author based on the data of the Cybil Portal.

Based on the number of CCB projects, we can study a regional breakdown led by
a focus on Sub-Saharan Africa (257 projects), followed by Europe (202 projects)
and Southeast Asia (142 projects). Altogether, the Cybil Portal dataset contains
1,026 projects, meaning that 25% focus on Sub-Saharan Africa and almost 20% deal
with the European region. The fewest projects focus on Central Asia (19) and East
Asia (30), which are separated from the Southeast Asian region in the dataset.

Figure 3: Number of projects by status
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Source: compiled by the author based on the data of the Cybil Portal.
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Of the CCB projects included in the dataset, 77% (793) have already been com-
pleted, 14.6% (150) are ongoing, and the status of 1% is unknown. However, studies
show that the role of cyber capacity building has grown since the 2010s (Cyber Dig-
ital Europe, 2021). Nevertheless, studies indicate an increasing significance of cyber

capacity building since the 2010s (Cyber Digital Europe, 2021).

Table 1: Main categories by the number of CCB projects

Main Category Total | Subcategories (with number of projects)

Emerging Technologies 5

Strategies (164)
Cyber Security Policy and 434 National Assessments (170)
Strategy
CBMs, Norms and Cyberdiplomacy (105)
Cyber Incident Manage- National Computer Secg;rity Incident Response
ment & Critical Information 437 (304)
Protection Critical Information Infrastructure Protection (119)
Cybercrime Training and Prevention (70)
Cybercrime 227

Legal Frameworks / Cybercrime Law (66)

Cyber Security Awareness (131)

Cyber Security Culture & 244
Skills Education, Training & Workforce Development
(140)

Cyber Security Standards 82

Source: compiled by the author based on the data of the Cybil Portal.

Table 1 shows the main categories of CCB projects, organized by topic and main
goal. Globally, most projects focus on either cyber incident management and critical
information protection (437), or the development of cybersecurity policies and strat-
egies (434). These two categories are followed by enhancing cyber security culture
and skills (244) and preparing recipient countries against cybercrime (227). Digging
deeper into these main categories reveals the composition of the subcategories that
define the projects’ specific objectives and operational tasks. Within the dominant
category of cyber incident management and critical information protection, we find
the establishment of computer national security incident response teams (304) and
the development of critical information protection services (119). Within the devel-
opment of cyber security policies and strategies, the subcategories are strategies,
national assessment frameworks, CBM norms, and cyber diplomacy.
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Global North actors-led cyber capacity building projects

Having carefully studied the general worldwide pattern of cyber capacity building,
this section presents the actor-specific data. The three main actors involved in this
comparison play crucial roles in cyber diplomacy. These are the United Nations,
which introduced the report of the UN Group of Governmental Experts (GGE) in
2010, the United States, which is a cyber great power, and the European Union,
which plays an active role in cyber diplomacy. Projects coordinated by these actors
are primarily presented from a network-based perspective to highlight their main
partners and recipients, and the status and main categories of these projects are also
introduced.

Main regional focus points

Network analysis of cyber capacity-building initiatives linked to the United Nations
(UN), the United States (US) and the European Union (EU) reveals that cyber
capacity-building has become a key aspect of modern cyber diplomacy. Rather than
being politically neutral forms of technical assistance, these initiatives are embedded
in specific power, influence and governance constellations, reflecting broader foreign
policy objectives and geopolitical logics.

Figure 4: Regional focus among United Nations-led CCB projects
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Figure 4 shows the regional focal points of UN-led CCB projects. Based on this,
the dominance of the Sub-Saharan African region can be seen, with 22 projects, fol-
lowed by South Asia with eight projects and the Latin America and Caribbean
region with seven projects. Of the 52 UN projects, 35 have been completed and 11
are ongoing. In terms of the main goals and instruments, there is a diverse picture,
with an emphasis on developing cyber security strategies, primarily CBM norms and
cyber diplomacy, as well as preparing recipients against cybercrime.

Studying the collaboration network graph, we can observe a very comprehensive
and geographically inclusive structure covering all major regions of the world. This
pattern aligns with conceptualizations of cyber diplomacy that emphasize multilat-
eralism, norm entrepreneurship and capacity dissemination. The UN's broad
geographical reach places it as a key factor in the cyber domain, promoting the dis-
semination of standards and best practices. This demonstrates the organization’s
institutional and normative power, as it influences the cybersecurity agenda by in-
corporating specific interpretations of cyber risk, responsibility, and governance into
capacity-building initiatives, rather than using hard power.

Figure 5: Regional focus among United States-led CCB projects
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Figure 5 demonstrates the breakdown of United States-coordinated CCB pro-
jects. The regional breakdown shows a dominant focus on Europe (27 projects),
followed by South Asia (26 projects) and Sub-Saharan Africa (14 projects). Of the
74 projects, 45 have been completed and 25 are ongoing. The main goals of the pro-
jects are cyber incident management and critical information protection (40%), and
cyber security culture and skills development (36%).

Studying collaboration patterns, the great power logic is present in the US CCB
activities and the selection of regions. The US is active in this field primarily in stra-
tegic regions such as Sub-Saharan Africa, Europe, East Asia and the Middle East.
This concentration of specific regions and a less active global engagement in others
reflects a cyber diplomacy approach wherein capacity creation facilitates alliance
preservation, strategic rivalry, and security collaboration. This resembles interna-
tional literature as CCB projects are often used to stabilize strategic partner regions.
This functions as a relational power including the enhancement of dependency net-
works, development of interoperability, and the integration of recipient governments
into US-favored cybersecurity frameworks. The significance of geopolitically im-
portant regions suggests that US cyber capacity development is linked to
overarching national security and foreign policy goals, reinforcing the notion that
cyber diplomacy serves as a tool for exerting influence in both digital and geopolitical

spheres.

Figure 6: Regional focus among European Union-led CCB projects
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Figure 6 summarizes the regional focus of the CCB projects coordinated by the
European Union. There is a clear emphasis on the European region (including the
Eastern Partnership countries), with 45 projects. This is followed by Sub-Saharan
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Africa (16 projects) and the Middle East (13 projects). 66 projects have been com-
pleted and five are ongoing. These projects mainly focus on cyber security policies
and strategies (44), particularly the development of CBM norms and cyber diplo-
macy, followed by cyber incident management and critical information protection.
Data reveals that the establishment of National Computer Security Incident Re-
sponse Teams is the most prominent subcategory with 25 projects.

The EU network is characterized by a strong regional focus, with Europe as the
dominant hub and significant connections to Sub-Saharan Africa and the Middle
East and North Africa. This regional concentration reflects the EU’s characteristic
mode of cyber diplomacy, which is based on regulatory, institutional and infrastruc-
tural forms of power. Within the EU and its neighborhood, cyber capacity-building
serves several reasons: 1) consolidates governance frameworks, 2) harmonizes regu-
latory practices and 3) extends EU cybersecurity norms beyond its borders. In this
sense, EU cyber capacity-building demonstrates how cyber diplomacy can operate
as a governance technology, exerting influence through standard-setting, institu-
tional design and long-term capacity integration rather than overt strategic
alignment.

Table 2: Comparison of the characteristics of CCB projects led by the main actors
involved in the analysis

Dimension United Nations (UN) [United States (US)  [European Union (EU)

Multilateral,  develop-[Strategic and security-[Regulatory and govern-
ment-oriented cyberforiented cyber diplo-jance-oriented cyber

diplomacy macy diplomacy

Dominant cyber diplo-
macy logic

Global reach with selec-[Regionally  embedded
tive regionalfand  spatially concen-
concentration trated

Geographic structurelGlobally expansive and
of network inclusive

Sub-Saharan  Africa;|Sub-Saharan  Africa,[Europe (dominant);
Primary regional focus [broad Global South cov-{Europe, East Asia, Mid-|Sub-Saharan Africa;
erage dle East Middle East

Form of power exer{Normative and institu-Relational and strategic|Regulatory and infra-
cised tional power [power structural power

Harmonization of

Diffusion  of  globallStrengthening alliances,

. e frameworks, institu-|
norms, standards, andlmteroperabﬂmy, and

rional integration,
regulatory diffusion

Function of capacity-

building

best practices strategic presence
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Embeds UN norms and|Constructs dependency[Extends EU governance

Cyber assistance as . .
multilateral governancenetworks and strategiclmodels and regulatory

[power mechanism

models alignments ecosystems

Indirect; mediated|Direct; closely aligned|Structural; exercised|
Relationship to geopol-through multilateralism{with national securityfthrough  governance,
itics and development dis-fand geopolitical compe-jneighborhood  policy,

course tition and external action

Cyber capacity-buildingiCyber capacity-building{Cyber capacity-building]
Overall interpretation [as normative cyber di-as strategic cyber diplo-fas  governance-driven

plomacy macy cyber diplomacy

Source: compiled by the author.

Table 2 summarizes the main characteristics of these CCB projects led by the
three actors involved in the analysis. First, we found diverse diplomatic logic exer-
cised by each actor. The United Nations has a central focus on multilateral
cooperation and aims to provide a forum for the development of cyber diplomacy.
Meanwhile, the United States has a strategic and more security-oriented approach
to cyber diplomacy, and the European Union uses the CCB projects for its regula-
tory and norm promotion efforts. The geographic scope of the actors differs as well.
While the United Nations has a globally inclusive and wide collaboration network
and a broad Global South coverage, the other two actors rather focus on their part-
ner regions which are under their influence. For the United States, Sub-Saharan
Africa, Europe, East Asia and the Middle East are all important partners as a great
cyber power. Opposite to this, the European Union primarily focuses on European
countries, and their very limited spheres of influence including Sub-Saharan Africa
and the Middle East.

The rationale differs, too. While the United Nations uses CCB projects to dif-
fuse global norms and develop best practices, the United States considers them
instruments for strengthening alliances and enhancing its strategic presence. The
European Union's approach is similar to that of the United Nations, as its primary
goal is to harmonize frameworks and promote institutional integration. UN-led
CCB projects have strong normative and institutional power, US projects have stra-
tegic significance for the country and EU-led projects have infrastructural power.
UN-led cyber capacity building is indirectly associated with geopolitics, functioning
mostly through multilateralism, development frameworks, and norm diffusion,
which aligns with a type of normative cyber diplomacy. US Cyber capacity-building
is directly embedded in national security and geopolitical competition, framing ca-
pacity-building as an instrument of strategic cyber diplomacy. The EU takes a
structurally embedded approach, exercising cyber capacity-building through
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governance, regulatory power, and neighborhood policy, reflecting a model of gov-
ernance-driven cyber diplomacy.

Conclusion

This article examined cyber capacity building as a practice of cyber diplomacy
through a network analysis of projects coordinated by the United Nations, the
United States, and the European Union. The results show that cyber capacity build-
ing is not a politically neutral form of technical assistance, but a structured,
geopolitical, normative, and governance-oriented practice in which power can be ex-
ercised through institutional, relational, and infrastructural means.

Although all three actors use cyber capacity building as a foreign policy tool, they do
so in significantly different ways. Results pointed out that UN-led initiatives func-
tion primarily on a multilateral basis and emphasize the dissemination of norms,
which aligns with the normative cyber diplomacy model. US-led projects are closely
embedded in strategic competition and alliance politics, reflecting a form of strategic
cyber diplomacy. In contrast, EU-led initiatives focus on regulatory coordination,
institutional integration, and neighborhood governance, which reflects governance-
oriented cyber diplomacy. These findings carry significant implications for the com-
prehension and assessment of cyber capacity-building in international policy
discussions. They propose that such projects be evaluated not only for their perfor-
mance but also concerning the political and governance frameworks they
incorporate.

Regarding the EU network, Europe can be seen as the primary hub, comple-
mented by involvement in Sub-Saharan Africa and the Middle East and North
Africa. This design embodies the EU's overarching external action framework,
wherein internal integration, neighborhood stabilization, and development cooper-
ation are included. In the cyber domain, capacity-building expands this concept into
the digital realm, framing cybersecurity as an issue of governance rather than only of
security. From the perspective of EU cyber diplomacy, these results support inter-
pretations of the EU as a regulatory and normative power. Cyber capacity-building
facilitates the dissemination of EU-endorsed standards, institutional frameworks,
and policy structures, integrating cybersecurity into broader initiatives of digital
transformation, rule of law, and institutional change. Results show that the EU
cyber diplomacy focuses on the establishment of a regional cyber framework, where
partner countries involved in CCB projects are harmonized from a governance and
regulatory aspect, and external engagement through CCB also aims to reinforce the
same governance model. This discovery aligns with research on EU external govern-
ance and regulatory authority, emphasizing the Union's ability to influence policy
contexts via technical support, institutional collaborations, and conditional cooper-
ation.
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The significance of cyber capacity-building in Global South contexts prompts

essential inquiries. Although these initiatives may facilitate institutional develop-
ment, skills acquisition, and cyber resilience in the partner countries targeted by
these projects, they raise questions related to power and influence of the donor coun-
try. Namely, to what extent do these projects press the recipient countries towards
adopting the donor countries’ norms, danger perceptions and governance frame-
work. The integration of cybersecurity into donor-driven frameworks poses a risk of
generating new kinds of digital reliance, as recipient nations conform their legal sys-
tems, infrastructures, and policy priorities to external agendas.
The comparative analysis highlighted that cyber capacity-building is a very essential
tool to develop and follow one’s cyberdiplomacy governance model. For the EU, it
facilitates the externalization of regulatory and governance frameworks; for the
United States, it strengthens strategic alignment and security alliances; and for the
United Nations, it institutionalizes global standards and inclusive structures. In all
three instances, cyber aid functions as a means of structuring cyberspace via net-
works of financing, standards, and institutional collaborations.
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